
Briefing Paper
Subject Access Requests

November 2017

Connect. Support. Grow.



What are Subject Access Requests (SARs)? 

The Data Protection Act (DPA) 1998 gives living individuals the right to request in writing what personal 
data you (or any data processor acting on your behalf) hold about them, why it is held and who it 
is disclosed to.  This right will continue to apply - with some modifications - when the General Data 
Protection Regulation (GDPR) takes effect in May 2018. The GBCC briefing paper on GDPR can be found 
here.

Personal data is anything about an individual who can be identified from that information itself or 
alongside other information in or likely to come into the organisation’s possession.  Examples include 
information about products purchased by a consumer, websites a consumer has visited, employee HR 
records, internal emails about staff or contacts at suppliers/business customers and CCTV footage.

It covers any personal data held directly by a business that it processes on its own behalf but it also 
extends to any personal information held by contractors who process that data on behalf of that 
business (known as data processors).  The ICO therefore recommends that businesses ensure contractual 
arrangements are in place between themselves and any data processors used to ensure timely 
compliance with SARs, including when requests are received by the data processors directly.

The DPA and the GDPR apply to all personal data held in electronic form regardless of how the data is 
structured.  They also apply to paper records but generally only where they are organised in a structured 
filing system, so that it is readily accessible, such as HR files divided by employee (note that some 
paper records such as health and education records are caught even if they are not in a structured filing 
system).

A company may face a SAR from a customer or client. However, in light of recent judicial decisions, a 
significant number of SARs are successfully being made by employees and former employees, who may 
be considering bringing claims in relation to their employment.

How will SARs affect my business?

If you do not have plans in place to enable you to respond promptly and efficiently to SARs, then they 
can be both time consuming and expensive to deal with.  They can also result in the disclosure of 
information that could be embarrassing for your business or even lead to claims from the individuals 
concerned.  

The Information Commissioner’s Office (ICO) has published guidelines (here) for dealing with SARs under 
the DPA 1998, which advise companies to:

• Train staff on SARs  as part of Data Protection training;
• Include links to SAR policies and procedures on their organisation’s intranet; 
• Have a specific person (and back-up individual) or team responsible for responding to requests; 
• Have any internal data protection experts well-versed in SAR advice; and
• Implement a procedure for monitoring compliance which escalates SARs to senior individuals if  
 not actioned within the statutory time limit.

Click here for advice from Chamber Patron Pinsent Masons on dealing with SARs (also under the DPA 
1998). 

Currently, unless a SAR relates to a select few categories – notably, health, educational records or credit 
files - the maximum fee chargeable for dealing with it is £10. Under the GDPR (in force from May 2018) 
an organisation will not be able to charge for complying with a SAR unless it is evidenced as ‘manifestly 
unfounded or excessive,’ in which case data controllers may charge a fee or refuse the request1. 
Nonetheless, under GDPR a reasonable administration cost may still be charged if further copies are 
requested.

If an individual believes there is not full compliance with a SAR, they can make a complaint to the ICO, 
the High Court or the County Court. For details of how the ICO may proceed in these scenarios, click 
here. Ultimately, businesses could face enforcement notices and financial penalties.2 

 
1 General Data Protection Regulation Art57(4)
2 See DPA 1998 s42(1), s43, s44, s40, s55A, s48, s55B, s47, s13

https://www.greaterbirminghamchambers.com/media/226613/gdpr-briefing-paper.pdf
https://ico.org.uk/media/for-organisations/documents/2014223/subject-access-code-of-practice.pdf
https://www.pinsentmasons.com/PDF/DataProtectionActSubjectAccessRequestsSept12.pdf
https://ico.org.uk/media/for-organisations/documents/1561/how-we-deal-with-complaints-and-concerns-a-guide-for-data-controllers.pdf


Time and format

The statutory time limit for responding to a SAR is 40 days under the DPA. However, when the GDPR 
comes into force this will be reduced to 30 days - though this may be extended for particularly complex 
requests (it should be noted that the deadline for Credit Reference Agencies is 7 days under either 
statute). 

If the statutory period is breached, any person affected (if they can prove directly associated loss) may 
bring an action for damages and consequent distress and they may also complain to the ICO. 
The DPA and GDPR are both insistent that there is no prescribed form for a SAR and that it need not 
refer to the DPA/GDPR at all (a simple written request from an individual for all information held about 
them would be sufficient), so businesses have to ensure that staff are trained to quickly identify requests 
that could constitute SARs. 

The DPA generally requires businesses to provide information in response to an SAR in ‘permanent form’ 
unless the individual otherwise agrees.  Under the GDPR, the information must generally be provided in 
writing (including electronically), but the individual making the request can agree for it to be provided 
verbally. 

The introduction to the GDPR3 provides new best practice advice that (where possible) organisations 
should provide for remote access to a secure self-service system which would allow individuals making 
SARs direct access to their information.

Click here for advice from the Information Commissioner’s Office on dealing with various forms of 
request currently (under the DPA), and here for a brief summary from the ICO on handling SARs under 
GDPR.

Information that an individual is entitled to

In making a SAR, an individual is entitled to:

• Information on whether any of their personal data is being processed;
• A description of the personal data, the reasons it is being processed and whether it is being shared 

with any other individuals or organisations;
• A copy of the personal data in question; and
• Details of the source of the data.

They may also request the reasoning behind any automated decisions about them – for instance, a 
computer-generated decision as to their work performance, or eligibility for a loan. For more information 
on automated decisions, click here.

Under the GDPR, the information that an individual is entitled to request will extend to also include:

• How long the data will be kept (or criteria used to determine this if a specific period cannot be given);
• If data is transferred outside the EEA, the safeguards that the business has in place to protect the 

data; and
• Details of rights the individual has to e.g. require data to be corrected, erased, restricted etc. as well 

as the individual’s right to complain to the regulator.

The data provided must be in an “intelligible form” – that is, capable of being understood by the ‘average 
person.’4  It is not legally necessary for the data to be understandable to the individual concerned.

However, SARs do not grant individuals rights to view copies of documents just because they may 
contain reference to their personal data. It was ruled in 2003 that the mere inclusion of reference to an 
individual in a document does not necessarily make the information in that document the personal data 
of the individual concerned, though it will definitely be personal data if it is significantly biographical or if 
the individual was a focus of the document. For details of what amounts to personal data, click here and, 
if in doubt, seek specialist advice as this is a complex and developing area.

 3 This introduction accompanies the Regulation and set out the reasons for its provisions.
4 https://ico.org.uk/for-organisations/guide-to-data-protection/principle-6-rights/subject-access-request/

https://ico.org.uk/media/for-organisations/documents/2014223/subject-access-code-of-practice.pdf
https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf
https://ico.org.uk/for-organisations/guide-to-data-protection/principle-6-rights/automated-decision-taking/
https://ico.org.uk/media/for-organisations/documents/1554/determining-what-is-personal-data.pdf


It was ruled earlier this year that a search for personal data is limited to what is “reasonable and 
proportionate.”5 This is dependent on the facts of each case, but businesses should be aware that what 
is reasonable will almost certainly include searching against email accounts associated with the data 
controller (e.g. company email accounts), and may include personal email accounts of senior staff 
members if, for instance, they have been used for any company work.
 
Civil Procedure and Tribunal rules require employees to demonstrate the relevance of documents that 
they request to be disclosed, whereas SARs do not require justification and are extremely cheap to make 
(soon to be free). As such, SARs can be (and increasingly are being) used for ‘fishing expeditions’ by 
(former) employees. Where concerned this may be the case, businesses may wish to seek legal advice.

Exemptions
 
There are a number of (limited) situations in which a Data Controller can withhold personal data. These 
generally include:

• Where to disclose it would ‘adversely affect the rights and freedoms of others.’ This is the case under 
both the DPA and GDPR and may require careful judgment where the information requested also 
contains information about other individuals that cannot easily be deleted. For detail on how to deal 
with information identifying third parties, consult further guidance from Chamber Patron Pinsent 
Masons here (note this discusses the law under the DPA).

• Potentially where data includes intellectual property rights and trade secrets – see here for more 
information. EU member states, in enacting the GDPR may exercise their legal privilege and broaden 
these exceptions. Whether the UK will do so, in the light of the anticipated post-Brexit Digital Charter 
(announced in the Queen’s Speech), is unclear.

• Data regarding the giving or receiving of legal advice, or that would prejudice the conduct of the 
business (for instance, regarding a staff redundancy programme before it is formally announced) is 
likely to be exempt from subject access.

• Health records where this would cause serious harm to the physical or mental health of the individual 
or another person. 

• References that are given by the organisation (usually), however those received from third parties 
must be disclosed if requested.

Where a search or providing copies of data involves “disproportionate effort,” there may be a further 
exception to disclosure. See page 44 of this ICO code of practice for further information.

What is the Greater Birmingham Chamber of Commerce’s position on SARs?

Subject Access Requests are a fundamental part of individuals’ data protection, as evident in both the 
DPA 1998 and GDPR, and the GBCC supports this. The Chamber is however concerned that managing 
requests within the new one-month statutory deadline for compliance will be difficult for some 
organisations, and would not support this being reduced any further by the announced Digital Charter 
(anticipated post-Brexit). 

Additionally, the Chamber is concerned by the costs of administration for businesses, the ability of 
employees to make speculative SARs when involved in legal or employment disputes with firms, and the 
impact on SMEs with limited resource in this area.

The GBCC is mindful that when SARs are made during or in anticipation of a legal dispute, with the threat 
of ICO enforcement, pressure on organisations can be high. This is in the light of the recent Supreme 
Court ruling that employment tribunal fees are unlawful, which may increase such legal disputes. The 
Chamber would support a meaningful restriction on SARs being used as ‘fishing expeditions.’

 5 Holyoake v Candy [2017] EWHC 52 (QB) [48]. To view, please click here.

https://www.out-law.com/en/topics/tmt--sourcing/data-protection-and-privacy/how-to-satisfy-subject-access-requests/
https://gdpr-info.eu/recitals/no-63/
https://ico.org.uk/media/for-organisations/documents/2014223/subject-access-code-of-practice.pdf
http://www.bailii.org/ew/cases/EWHC/QB/2017/52.html


How can the Greater Birmingham Chamber of Commerce help?

The Greater Birmingham Chamber of Commerce will be keeping members up to date with information 
as GDPR comes into full effect in May 2018 and information is released on the proposed Digital Charter, 
through briefing papers such as this and articles in Chamberlink Daily News (click here to subscribe).

GBCC members concerned about SARs can utilise a free legal helpline via their relationship managers or 
seek other legal advice. There is also a useful checklist for dealing with SARs from the ICO (here). 

https://www.greaterbirminghamchambers.com/latest-news/subscribe-to-our-newsletter/
https://ico.org.uk/for-organisations/subject-access-request-checklist/

