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What is the Snoopers Charter?

The draft Investigatory Powers Bill, otherwise known as the ‘Snoopers Charter’, is designed to ratify and 
define the tools available to police and intelligence agencies to fight terrorism and serious crime. It is the 
biggest overhaul of laws surrounding surveillance powers for 15 years and aims to pull together all the 
various regulations governing how relevant organisations can monitor suspects. It is widely agreed that 
the current laws on the topic are confusing and overly complex. 

The overhaul comes following complaints from MI5, GCHQ, and the police, that their capability to track 
terrorists and criminals is deteriorating because a lot of communication has shifted to online platforms 
and current powers do not adequately cover them .
 

How could the Snoopers Charter affect businesses?

The Bill has drawn criticism from many commentators on grounds of the social and economic impacts 
that the Bill could have if it comes into effect in its present form. Particularly relevant to the business 
community are the worries expressed by many high profile technology companies, including Google 
and Facebook, that the Bill will lead to the UK mandating company’s aid in hacking their own customers; 
that the Government could require companies to break their own encryption processes; and that 
Government will greatly increase the amount of data that companies already have to retain through the 
Data Retention Regulations 2009. The Investigatory Powers Bill proposes that services providers should 
be required to retain Internet Connection Records; details of the internet services which an individual has 
connected to, for up to 12 months . This would effectively allow government agencies to access a browser 
history for every citizen from which a basic online footprint can be drawn up. This information would be 
available by request to officials looking to use them in court cases and investigations.  

It is argued that these aspects of the Bill will directly affect businesses in two main ways: firstly, they 
will weaken consumer trust in UK tech firms because customers will be aware that the organisations 
are legally required to share a user’s data with the Government on request; secondly, the process of 
collecting the amount of data that the Bill would require is beyond the resource and capability of the vast 
majority of firms. Indeed, even companies such as BT would have to completely transform their current 
operations in order to comply with the Bill.  In February 2016, the House of Commons Science and 
Technology committee reported that the Bill could undermine and commercially damage UK tech firms  
and given that Barclays estimated 15% growth for the sector in 2016, disrupting this process could have 
tangible repercussions for the wider UK economy.  

What is the GBCC position on the Snoopers Charter?

The GBCC are opposed to legislation which will negatively impact upon businesses. Given that the 
turnover of Birmingham digital tech businesses grew by 17% between 2010 and 2014, and that the 
sector employs over 36,000 staff in the city whilst contributing £1.13bn to the national economy , this is 
clearly a key growth sector for the City as well as the UK. With that in mind, we feel it important that the 
Government reviews the Bill’s content thoroughly to lessen the impact on businesses where possible and 
ensure that the measures do not place SMEs at a disadvantage.      
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